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Executive summary

The first objective of this penetration test was to fully examine {REDACTED COMPANY}
systems and services to identify vulnerabilities that could allow an attacker to compromise

the confidentiality, integrity or availability of those systems and services.
Our second objective was to prove exploitability of vulnerabilities

Third objective was to give recommendations to remediate detected issues.



Note: Due to priority of objectives not all of the issues were tested in full range of their
potential impact. Full exploitation was not pursued if the vulnerability appeared to be
systemic or if remediation was mandatory for PCI compliance, or if exploitation would have

jeopardized either full test coverage or the stability of the systems under test.

Testing details

Reconnaissance

Reconnaissance step was conducted encompassing both active and passive techniques
using Whois queries, Search engines, amass, DNSDumpster, gobuster and other web

services and tools.

Discovery, Perimeter, Stateful Firewall and DNS Analysis

At a minimum, an analysis was conducted from an external host to the target network with
use of VPN profile allowing access inside of the target network. In this section we give a

short summary of results, full results will be included in next sections.
Next targets were in scope in two isolated environments:

e {REDACTED HOST}
e {REDACTED HOST}
e {REDACTED HOST}
e {REDACTED HOST}
e {REDACTED HOST}

Also, separate part of penetration testing was a white-box examining of smart-contracts

with use of source code from repository
Result summary

Based upon stateful firewall inspection tests, DNS queries, port scans and services
identified (also tested for common misconfigurations or vulnerabilities), the network

devices are well secured.



Vulnerability Scanning

Scanners used

ZAP 2.12.0 Active and passive scans

Nikto 2.1.6

Nmap 7.94 default, vuln, intrusive, brute,
discovery and auth scripts

nuclei 2.9.6

Burp Professional 2023.4.5 Intruder, Repeater, Scanner,
Autorize, Additional Checks for
Scanner, wfuzz wordlists

Gobuster 3.5.0 dirb big wordlist, subdomains
wordlist (github
danTaler/Wordlists)

sqlmap 1.6 risk 3 and level 5

dotdotpwn 3.0.2

xsser 1.8.4

slither v0.9.5

Manticore 0.3.7

Summary of Scanning results

Lot of low-severity findings such as missing Security Headers were detected, but also our
team detected a small amount of more severe vulnerabilities such as seed regeneration

and 2FA bruteforcing

Penetration testing



Objectives

The first objective was maximum test coverage; the second objective was safeguarding the
stability of the systems under test, and the last objective was proof of exploitability. The
priority of these objectives dictated that vulnerabilities were not necessarily pursued to the
point of full exploitation and compromise. Full exploitation was not pursued if the
vulnerability appeared to be systemic, or if remediation was mandatory by reason of
compliance drivers, or if exploitation would have jeopardized either full test coverage or the

stability of the systems under test.

Network and Host Test Coverage: Common Network and
Host Configuration Issues

No faults found.

No faults found.

No faults found.

No faults found.

Network and Host Test Coverage: Encryption

No faults found.

No faults detected.

Potentially possible, but with very small
chance (Strict Transport Security Headers
not set in some places)

Application Test Coverage: Information Disclosure

No faults detected.

|



No faults detected.

No faults detected.

No faults detected.

Application Test Coverage: Authentication

No faults found.

No faults found.

2FA bruteforcing

No faults found.

No faults found.

No faults found.

No faults found.

No faults found.

No faults found.

2FA bypassing

No faults found.

Application Test Coverage: Authorization

No faults found.

No faults found.

No faults found.

No faults found.




Application Test Coverage: Data Validation - Reflection
Issues

No faults found.

No faults found.

No faults found.

No faults found.

No faults found.

Application Test Coverage: Data Validation - Injection and
Miscellaneous

No faults found.

No faults found.

No faults found.

No faults found.

No faults found.

No faults found.

No faults found.

No faults found.

No faults found.

No faults found.

No faults found.

No faults found.

No faults found.

No faults found.




Application Test Coverage: Session Handling

No faults found.

Minor findings

No faults found.

No faults found.

No faults found.

No faults found.

No faults found.

Application Test Coverage: Application Server
Configuration Issues

No faults found.

No faults found.

No faults found.

Wireless Network Test Coverage

Out of scope.

Social Engineering Test Coverage

Out of scope.




Findings Details

Finding: seed phrase regeneration
Severity: High
Target: {REDACTED TARGET}

Description: Seed is a very important sensitive information which must be properly

protected. The problem is possibility to change seed any moment. The request to set new

seed is:
Request Response
Pretty Raw Hex W =

1 POST HITR/2
2 Hest:
3 User-Agent: Mozilla/5.0 (Windows NT 10.0; rv:102.0) Gecko/20100101 Firefox/102.0
4 Accept: application/json, text/plain, */+
5 Accept-Language: en-US,enq=0.5
- Accept-Enceding: gzi deflate
7 Referer:
2 Authorizatien: Bearer

_RTVBJuGKTOUNW2T X700ASD EVIRawrt et gbHgDBVSM3s £t 71 /URBvk Dby 00
Content-Type: applicationsjson

10 Content-Length: 1785

- origin: NN
12Dnt: 1
15 Sec-Fetch-Dest: empty
14 Sec-Fetch-Mode: cors
15 Sec-Fetch-Site: cross-site

Te: trailers

17 Connection: close

{

“currencles":

And response status code is 201 Created:



Request Response

Pretty Raw B »w

1 HTTP/2 201 Created

2 Date: Mon, 02 Jul 2023 17:04:07 GMT

Content -Type: application/ison; charset=utf-8
Content-Length: 787

X-Powered-By: Express
Access-CUn‘trol-.ﬁllow-Or;gin:_
Vary: Origin
Etag: W/"313-

3gVUUC VHpBIGRUYEV3+xx fRL"
DYMNAMI

cf-Cache-Status:
= Tw

]
Server: clou are

13 Cf-Ray: 7elObdab8dS838 FRA
I Alt-Svc: h3=":443"; ma=86400

"152FASet " :true,
“1sSeedSet":true

}
As we can see, it's possible to send new request and regenerate seed for user with certain
access token.

For example, it's impossible in other modules, such as exchanger or multisender:

Request Response

Pretty Raw Hex 8 v

1 POST fauth/backup HTTR/2

! Host:
3 User-Agent: Mozilla/S5.0 (Windows NT 10.0; rv:102.0) Gecko/20160101 Firefox/10Z.0
Accept: application/json, text/plain, */#
Accept-Language: en-US,eénq=0.5
Accept-Encoding: gzip. deflate
Referar:

Authorization: Bearer

Content -Type: application/jsen

Content -Length: 1327
! origin: I
12 Dnt: 1
13 Sec-Fetch-Dest: empty
4 Sec-Fetch-Mode: cors
Sec-Fetch-Site: cross-site
s Te: trailers
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Request Response

Pretty Raw ia Ea W
HTTP/2 409 Conflict
Date: Mon, 03 Jul 2023 17:03:25 GMT
Content-Type:! application/json: charset=utf-8
1 Content-Length: 68
X-Powered-By: Express
> Access-Control-Allow-Origin: _
Vary: Origin
Etag: W/"44-1NOUcqG/hL9eMO+1 xnQgiwn] THw"
Cf-Cache-Status: DYNAMIC

]
12 Server: cloudTlar

Cf-Ray: 7el0Ob3ad4lbl35b31-FRA
Alt-Sve: h3=":443"; ma=86400

{
"statusCode":409
“message" " See lready exist
"error": f1

}

Remediation: We need to set “seed check” on this functinoality.
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Finding: Insecure 2FA implementation
Severity: Medium

Description: The OTP code of 2FA can be bruteforce because there are no rate limits.
There is no any protection against otp bruteforce, so attacker’s success on getting OTP

sequence depends only on spent time and attacker’s luck.

206 000205 400 769
207 000206 400 T
| 208 000207 400 773
209 000208 400 763
210 0Do209 400 763
211 000210 400 769
212 000211 400 769
213 000212 400 73
214 000213 400 769
215 000214 400 761
216 000215 400 765
217 000216 400 765
218 000217 400 773
Request Response
Pretty Raw Hex w =

1 HTTP/Z 400 Bad Request
Date: Tue, 04 Jul 2023 19:34:51 GMT
Content -Type: application/isen; charset=utf-8
4 Content-Length: &7
X-Powered-By: Express
Access-Control -Allow-Origin: _
Vary: Origin
Etag: W/"43-omYpWgbyYmALp/iCMOGTpqgkzhEvU"
) Cf-Cache-Status: DYNAMIC

1 Mel:
2 Sarver: cloudflare

Cf-Ray: 7el9cedBdadcd202-FRA
4 Mlt-Svc: h3=":443"; na=86400

{
"statusCode" :400,
"message":"Wrong 2fa code”,
"srror";"Bad Request"
}
G ey €| 0 matches

Remediation: We need to set limit on attempts to validate request. For example, it may be

5 attempts per minute.
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Finding: Strict transport security not enforced
Severity: Low
Targets: {READCTED TARGETS}

Description: The application fails to prevent users from connecting to it over unencrypted
connections. An attacker able to modify a legitimate user's network traffic could bypass the
application's use of SSL/TLS encryption, and use the application as a platform for attacks
against its users. This attack is performed by rewriting HTTPS links as HTTP, so that if a
targeted user follows a link to the site from an HTTP page, their browser never attempts to

use an encrypted connection. The sslstrip tool automates this process.

Finding: Cross-site request forgery
Severity: Medium
Target: {REDACTED TARGET}

Description: Cross-site request forgery (CSRF) vulnerabilities may arise when applications
rely solely on HTTP cookies to identify the user that has issued a particular request.
Because browsers automatically add cookies to requests regardless of their origin, it may
be possible for an attacker to create a malicious web site that forges a cross-domain

request to the vulnerable application.

Remediation: validate that Host and Referer headers in relevant requests are both

present and contain the same domain name
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Advisory Request1 Response 1 Request 2 Response 2

Raw Hex B

1 posTIHEE 2

Host !

User-Agent: MozillasS.0 (Windows NT 10.0; rv:102,0) Geckos20100101 Firefox/102.0
| Accept: applicatioen/json, text/plain, */ %
5 Accept-Language: en-US,en;g=0.5
> Accept-Encoding: gzip, deflate

Authorization: Bearer

Content-Type: multipart/form-data;

hﬂundary= --------------------------- 26263403201 250535077820538259
10 Content-Length: 473
11 origin: I
12 Dnt: 1

3 Sec-Fetch-Dest: empty

1 Ser=-Featrh=Marde' rars

@& €l» 1 highlight

r

Advisory Reguest 1 Response 1 Request 2 Response 2

Pretty Ra a \n =
HTTP/2 201 Created
Date: Tue, 04 Jul 2023 15:34:08 GMT
Content-Type: application/json; charset=utf-8
Content -Length: 266
¥-Powered-By: Express
Access-Control-Allow-Origin; _
Vary: Origin
Etag: W/"l0a-YHepuIGQLM2ZN4ENnt 97ch6GdUKNB"
Cf-Cache-Status: DYNAMIC
Report-To:

Server: cloudflare
12 Cf-Ray: 7el86e36ea72367b-FRA
1 Alt-Svc: h3=":443"; ma=86400

.‘:'

Akiabirabkaa
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Summary

{REDACTED CLIENT} is a well-protected service with only one high severity issue which is
seed regeneration. Next, medium severity issue - is a 2FA bruteforcing, which gives attacker
possibility to bypass 2FA protection. And minor low severity finding is unenforced strict

transport security, which could be used in MITM attacks.
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